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Recovery Technology
Information Technology Plan and Report
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Information Services Department



Introduction: Recovery Technology is an Qutpatient Behavioral Health Clinic in Jackson,
Michigan. Recovery Technology’s current strategic plan and business operational needs
dictate that the Information Technology Department keep pace with the organization’s
current IT configuration and processes as well as detail a plan for the growth of IT
capabilities to support the organization’s strategic plan.

Information Technology Department Description and Policies: Recovery Technology’s IT
Department is under the direction and supervision of the agency’s Chief Executive Officer.
The department is comprised of one on-site full-time IT specialist. He is responsible for
day-to-day operations, administration, application, and infrastructure support, and
maintaining Recovery Technology’s compliance HIPPA, CARF and all other standards. This
Specialist is required to support the full scope of [T department functions from hands-on
desktop support to systems administration and infrastructure support.

Information Confidentiality: Recovery Technology maintains confidential, protected
health information regarding its clients which is maintained electronica ily. Recovery
Technology also maintains proprietary business information that must be protected from
unauthorized and/or unlawfulaccess. All electronic documents orfiles containing
confidential treatment or administrative information that are created, maintained,
modified, updated, or copied using a Recovery Technology computer and/or server mustbe
stored in a location that is secure from unauthorized access and/or encrypted.

Confidential information is defined as a) Electronic Protected Health Information (EPHI):
electronic health information or health care paymentinformation, including demographic
information collected from an individual, which identifies the individual or can beusedto
identify the individual. Individually identifiable information refers to any coding or
descriptive information by which there is a reasona ble basis to believe that the information
can be used to identify the individual or by which the individual has been identified in the
past. This includes butis notlimitedto a person’s name (including initials}, customer
number, address (including zip code), a nickname by which the person may be called or
commonly known, physical description, description of a particular physical and/or
behavioral characteristic, condition, or diagnosis; b) any medical and/or behavioral health
information that may be maintained by the company regarding any of its employees is
considered EPHI; c) Proprietary Business Information (PBI): Information contained in
employee records, contract information and files, company form data, financial data,
strategic planning information, company policies and procedures.

Any electronic transmission of confidential information must be protected against
unauthorized or unlawful access during the transmission process. This may be
accomplished by encrypting atthe security level specified within the HIPAA standards

O




Jaltn

attached hard drives, b) Unmanaged Smartphones, ¢) CD-R/RW and DVD-R/RW media, d)

Storage: Confidential electronic information that must be saved by staff is to be stored by

all users with registered MS Office 365 accounts in One Drive. Documents and filesareto

CompanyIT resources include but are not limited to: a) Company owned Computers,

usage via Company Network Infrastructure, g) AllInstant Messaging transmitted across
Company Network Infrastructure using MS Teams, Skype, etc.

following manner:



A. Computers from which itis possible to access confidential clientor business
information are located within a secure location, with at leastone locking door between
the computer’s location and the public areas of the facility.

B. Computers from which itis possible to access confidential client or business
information are configured with the requirement of a strong password upon startup of the
PC and upon exiting the screen saver on a running PC.

C. Remote access 10 Company IT Resources shall be granted only to registered Domain
Users at the discretion of the Information Technology Staff. All access willbe protected by
strong passwords and VPN Technology of secure SSL via browser and MS Office 365.

D. Windows-based workstations and servers are protected by Webroot
Antivirus/Antimalware and/or Windows Defender. Definition updates and regular scanning
are centrally managed and performed regularly. Managed Microsoft Patching is also
implemented, and updates/roliouts of critical patches and updates will occur regularly.

E. Managed Content Filtration services are implemented, and we continue to monitor and
specify anythingwe wish to block/report on using Cisco Umbrella Services provided by PC
Solutions.

F. Managed Network Firewall is in place with 24/7 Monitoring with HIPPA/PCI Compliant
cloud management service.

G. In 2024 a Security Risk Assessmentwas completed, and Recovery Technology
completed implementing the findings and recommendations from this report.

While Recovery Technotogy IT Department personnel seek to providea reasonable level of
privacy o users of company [T resources, all persons utilizing the systemlaccessing
records on the system must be aware that alldata orfiles created or stored on the
Recovery Technology system are the intellectual property of Recovery Technology. The
single exception 10 this standard is any electronic information concerning clients and their
treatment, which s adjunct to their medical records and, therefore, the property of the
clients themselves. Electronic information concerning clients and their treatment bhelongs
to the client. However, Recovery Technology maintains custody of this information and,
therefore, the security standa rds included in this report.

Failure to adhereto the standards in this report, ina ppropriate use of company IT
resources, and/or actions that place the security of Recovery Technotogy IT resources
and/or electronic records at risk may result in a) Revocation of access privileges, b)
Possible disciplinary action up to and including termination of employment.

Inappropriate use of company [T resources includes:
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ortreatment purposes.

B. Access and/or viewing for personal gain.

Technology and/orits clients,

Upon separation of employment with Recovery Technology, the IT Department personnel
must be notified immediately to ensure that the individual’s access to IT resources is
immediately disabled. ThelT Department must be notified regardless of the reason forthe

to legal action.

System Backup: All Recovery Technology servers are automatically backed up every
weeknight. Backups include a) system volume information, b} system state data, ¢)
application data, d) exchange mailboxes, e) the content of all user folders. Ba ckups are

Disaster Recovery: It is the responsibility of the Information Services Department to
implement and maintain the following measures to protect against catastrophic loss of

disabilities, as well as staff with special needs. Recovery Technology will remain current on
whatis available and the feasibility of utilizing that technology with our clients and staff.



Goals: As growth continues, We must focus our goals on several areas listed below that will -
be critical toward achieving and sustaining our Strategic Plan and growth. O

Goal #1: Computer Hardware: Recovery Technology will continue to purchase Laptop
Computers for clinical staff to access the Electronic Medical Record and MS Office 365.

Priority Level: High prioritylongoing
Responsible Staff/Department: [T Administrator, CEO

Goal #2: Software and Licensing: As wemovetlo acquire new Computer Hardware, we will
be buying computers that come with up-to-date and Professionalversions of Windows 10
Professional OS software of linking staff to Recovery Technology’s cloud-based services
and the ability to join an Active Directory Domain.

Priority Level: Medium/ongoing
Responsible Staff/Department: IT Administrator, CEO

Goal #3: Network infrastructure: LAN with a high-speed internet connection, seven
wireless access points, three primary network printers, and supporting equipment have
been implemented and wiltbe upgraded as needed to optimize network speed and access.

Priority Level: Low/ongoing O
Responsible Staff/Department: [T Administrator/CEOQ

Electronic Medicat Record implementation: eHR Thomas, from Genius Solutions, was
implemented in the first quarter of 2019. We continue to fine-tune our ability to use this
system to its fullest capacity. We are continuously adding enhancement requests and
preparing new forms to use. Thisisan ongoing project that requires quarterly review with
the leadership team and feedback from the users. Ourcurrent Electronic Health Record
system continues to meet our needs in 2025.

{ ifeways CMH, whom Recovery Technology contracts with to provide an array of services,
implemented «ifeway’s Electronic Organizer” or LEO. Currently, LEOis fully functioning.
All documentation, authorization for services for CMH clients and billing are currently being
completed in LEC.

Telehealth: Asa result of the COVID-19 pandemic, we were tasked with creating a mobile
workforce and providing Telehealth services to our clients. Telehealth continues to assist

us in the abilityto expand our services and expand access for clients. Groups have

continued o be conducted primarily via telehealth. We also use Doxy.me, Secure Video

and MicrosoftTeams services while leveraging our existing MS Teams enabled workstations O
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